Tender Dirco: 02/2021/22 Questions From Service Provider 
 Response Date: 2021/07/06
Category A: WAN
1. Annexure C: SDWAN with 50% Split – Please clarify this? Does this mean 2 circuits with 50% of required capacity? Dual Circuits with 50% of the specified capacity.
2. Annexure C:  South Africa Tshwane 500Mbps MPLS (50% Split) – Please clarify this? We don’t see any DIA circuits being requested for South Africa Hub Site. 500Mbps is DIA is expected to be a DIA circuit. Meaning dual circuits of 250mbps each.
3. Require clarity with regards to Annexure C, 'Comments' Column. There are a number of comments listed i.e. dual; 50%; 50% Split; MPLS and SD-WAN; Is the following interpretation correct: 100Mb_50% Split, meaning 2x 50Mb circuits/DIA_or_MPLS (active/active); 100Mb_dual, meaning 2x 100Mb circuits/DIA_or_MPLS (active/active); 10Mb_MPLS and SD-WAN, meaning 1x 10Mb MPLS & 1x 10Mb SD-WAN; 500Mb_50% (typo, missing 'Split)?' Similar to question 2, Dual means two circuits with the indicated size and 50% split means two circuits with 50% of the indicated size.
4. Annexure C: Contention ratio, any possibility to quote higher contention as mentioned in Annexure A ( 1:3) Yes, bidders may quote from an initial contention ratio of 1:1 to 1:3 Maximum.
5. Please share the site addresses for all sites. Annexure J has the physical addresses.
6. The internal cabling from supplier MDF to DIRCO Communication room cannot be firmed up until the suppliers do a site survey and need floor, room and Local Site contact details.
The successful bidder will be given opportunity to conduct due diligence and the outcomes will be used to determine the variation order.
7. In some countries the speed availability is 100M after 20M, which speed we should select here if requirement is 30M DIA? DIRCO has provided the minimum business requirement, hence the providers must quote the lowest available bandwidth that meets the requirements in the countries.
8. Annexure C: for Dual DIA sites do we need dual CPE’s or both circuits to terminate on single CPE? One CPE for the SDWAN sites.
9. For LAN/WLAN/SDWAN hardware equipment’s, Are all the equipment required to be delivered at South Africa and post staging/configuration it will be shipped to the missions by DIRCO? The successful bidder will be expected to ship all equipment to the Missions
10. The WLAN controller should be public or private cloud based? Cloud Controller within a South African Datacentre
11. Annexure D: as stated in the Global BOM we assume that ISR4K routers with UC licenses are features that are presently installed at the sites and vendor needs to provide SDWAN subscription license only to support SDWAN/UC/Security on the same box? Is this correct? Use existing routers or propose replacement with buyback of the current.
12. Also, are we allowed to propose BIA if dedicated is not available? Yes
13. "Latency must be consistently under 80ms". We interpreted this with regard to the MPLS core. Note, there are locations such as the Asia Pac region that will not fall within a RTD of 160ms (due to speed of light over great distance). We can provide target RTD for International MPLS nodes to SA, will that be acceptable? Only for Local Internet
14. There are a couple sites that require dual 30Mb SD-WAN even though the user base is listed as 1 & 0 i.e. Guinea Bissau and Sao Tome & Principe, respectively. Are the number of users for these sites correct or is the capacity to accommodate a delegation or other? Quote must be based on specified bandwidth requirements.
Category B: Enterprise Telephony Infrastructure
1) Can we get a network lay out (Diagram) for Dirco Voice deployment solution? Network layout is in Hub and Spoke design as per the provided Annexure B-i and D.
2) Is there a requirement to terminate SIP into each country separately? What is the possibility of terminating the SIP into central location for countries which allow central breakouts. i.e European and US regional countries? Bidder/s must propose the most effective model for SIP per country
3) What is Dirco’s willingness to migrate to Microsoft Teams cloud from Cisco based cloud telephony solution? Bidders must propose in relation to 6.2.
4) Can we get the list of the current suppliers of PSTN in each country so we can evaluate if we can do an agency model for those countries where BT can’t provide PSTN/SIP services? Bidder/s can do their own due diligence on the PSTN providers for each country as the aspect is to transition to SIP, List of countries are provided in Annexure J.
5) In section 6.2.4 it is stated that the cloud CUCM will be managed by HQ partnership. In the same section there is a requirement of deploying accounting and billing solution. Normally billing solution is integrated at cloud level. Will Dirco be providing BT access to deploy billing solution or Dirco only want BT to provide billing and accounting solution and integration will be completed by the central partner? The bidders must propose a Global billing system that will work with the cloud CUCM
6) Is there any Contact center/ customer Support solution requirement? There is no current contact center, what is required is auto attended capabilities
7) Where we can get the details for Contact center solution current platform deployed, and do we have only scope for support or migration as well, if yes than are we planning to move to Ccaas based Contact Center ? There is not migration of a contact center 
8) For contact center solution can you provide details like - how many agents, locations and required features? No Contact center
9) For the Contact Center, please confirm the location? No Contact center
10) we understand that you will provide the AS-IS requirement for Contact Center. However can you please clarify on our scope for Migration to Cloud based Contact center or we only have scope for Support for Current on Premise Contact center. Please clarify ? 
No Cloud based contact center required just auto attended capabilities for all missions
11) Is there Cisco or any other VC room infrastructure required? No Room based VC required
12) If yes; do we need to cater for CVI Cloud video interoperability between Cisco VC rooms and MS Teams rooms? No Video End Point required
13) If yes; Please provide a list of models of all VC equipment for quote on CVI and Managed service. Currently its only Desktop based devices
14) Are the Cloud and attendant console CUCM licenses in scope or will DIRCO provide these licenses? DIRCO will provide the licenses
15) With no setting up and provisioning of the core backend for DIRCO Cloud CUCM should pricing be provided for SBC`s SIP configurations in Each Region on Cloud CUCM? Yes
16) Can DIRCO provide a list of all Cisco phone models for each region? Current phones are obsolete and need to be replaced and are listed in Annexure D
17) Cisco Call centre servers is there any and will DIRCO HQ provide Cloud contact centre as part of their portion or should the Integrator provide a quotation? Call center not required for the mission just the Auto attender.
18) If Cloud contact centre will be provided by DIRCO HQ, will HQ provide the Cloud Contact centre licenses or should the Integrator provide a quotation? No contact center required from the bidders
19) Please specify if there are any headsets required. If yes; the amount and type of headsets required?(e.g. Bluetooth, Windows USB, Corded for handsets) No headsets
20) Does the Integrator need to cater for setup and configuration of existing ISR 4K at Missions for Media resources? Yes
21) Any Requirement for FAX ATA/VG devices to connect to CUCM Cloud and dial via SIP Trunks in Each region? No
22) Should we provide costing for Managed service for MS Teams as well, if so please specify amount of users to cost on? No
23) Should we provide a compliance recording solution to be able to record calls for back-office users and or call centre/Switchboard users in Cloud CUCM Space. if so please specify amount of users that needs to be recorded? No
24) Should we provide a compliance recording solution for MS Teams users in Azure? No
Category C: LAN AND WLAN
1. Can the switch and port requirements for London and Washington please be clarified with respect to server connectivity together with the access ports and uplinks? network requirements are 10GB SFP Access ports and 40GB Uplink 

2. What are the access points and WiFi required in the Missions and how many users are expected to use wireless? Bidder/s must base it on the number of users per mission. Due diligence will be done upon appointment.
3. Are guest WiFi required at the Missions and how will they be spread out to determine the number of Aps? Yes, it would 10% of number of users at the mission
4. Is WiFi and guest wifi required in DIRCO ORT Building in Pretoria or is this out of scope? OR Tambo out of scope

 
Category D: Network Security
1. Do we need to propose virtual firewalls to protect DIRCO workloads in MS Azure? Yes
2. What is the current solution in place for Identity and Access Management and what is the size of this solution? Azure Identity Management for AD however Bidders must propose end to end Solution
3. For CASB can DIRCO share the name and number of shadow IT and sanctioned applications Nothing at this juncture
4. How many office 365 is required? Already acquired
5. What services from office 365 are being used by DIRCO i.e. SharePoint, OneDrive, Exchange and Teams? Entire Ms. 365 suite
6. What type of CASB protection is needed for office 365 services i.e. Data Loss Prevention, Malware, and Access Control? Complete CASB Functionality
7. Which SSO service do you use to access your O365 services i.e. ADFS or any third party IAM solution? Azure AD 
8. How many network devices (physical or virtual) which have a user account repository for which PAM Solution need to run on? (Examples include workstations, servers, database servers, network devices, etc.) Virtual on Cloud and On Premise
9. How many (named) admin users do you have to be covered by PAM solution? 30
10. What are the type of applications admin accounts use to access the systems?(Putty, WinSCP, Office365, etc)
11. how are the home workers going to access the applications residing in the 3 Datacenters, will we have to provide a VPN or remote access solution? Yes. Bidder/s must propose solution.
12. Do you have a vulnerability management solution currently in use or bidders should propose one? Yes,  bidders must propose a fit for purpose solution
13. In terms of security monitoring are you using a SIEM solution? Yes, bidders to propose a fit for purpose solution
14. Can you please provide clarity on the WFH requirements, is this for SA only or all missions, how many sites are required, is this VPN access only or include connectivity i.e. LTE SIMs/Fibre? No connectivity required for the user at home however provide VPN for all users local and Global.
 
Annexure G: SD-WAN Requirement
1. Reference is made to a minimum of 99.95% uptime throughout the network. Please advise what the overall expected SLA is as further reference is made to 3 SLA classes of 99.5%, 99% and 98%? What is DIRCO’s preference in terms of overall expected SLA? 99.5%
2. How do these SLA classes correlate to table 6.1.9 categories on P8 of the RFP? This is part must be overtaken by Q1.
3. Are DIRCO open to Cloud strategy/controllers being used, or must everything be on-premises ? If Cloud is proposed then the data center must be in SA.
4. Would a cloud based controller be suitable for the SD-WAN solution or must the controller be on-premise? Either will work as per previous Question.
 
Technical Compliance
1. Are bidders permitted to respond per countries where they have coverage? 
A consolidated proposition inclusive all Missions will resonate with the department 
2. Are you expecting the service provider to have offices in other countries? (e.g USA) The bidder/s must just have global footprint to ensure compliance to SLA turnaround time for support.
3. Can other OEM solutions be proposed instead of Cisco? Yes, must be able to integrate with AS IS environment
4. What is your current licensing type with Microsoft is it E3 or E5? E3 and E5
5. is the Cisco OEM letter required? Mandatory? Provide OEM accreditation for proposed solution is required however it is not mandatory.
SCM compliance
1.  A tender of this magnitude requires a few weeks if not months to complete. Please may we request an extension? Internal review process in-progress and Bidders will be provided feedback
2. The document is a scanned document. Can you provide it in a better format that we can copy and paste from? No, it is standard that the bid document be published as a PDF to prevent bidders to amend the document.
3. Any way to supply a word document version of the bid document? No, it is standard that the bid document be published as a PDF to prevent bidders to amend the document.
4. I note you are mainly addressing technical questions at this stage but my clarification is more on BEE minimum 30% subcontracting. Is the main bidder required to attach signed subcontracting agreement with the bid and is this mandatory?  Yes and it must indicate 30% contracting value.
5. There is no Category D mentioned under the Evaluation Criteria - should there be a Category D? The evaluation of Security (Category D) is covered in Category C of the evaluation 
6. Due to Covid-19 and Lockdown restrictions, and many company's employees working from home, what is the expectation for the NOC demonstration and reference Site Visits?
This aspect will be looked at during evaluation process
7. Does DIRCO require equipment to be delivered and prepped in SA first and then shipped to other countries by the DIRCO Diplomatic System or could the likes of CISCO deliver directly to site? The equipment must be delivered directly to the missions.
8. Just to the scope confirm data encryption pertains only to data in transit not data in rest or in use? Data at transit and rest.
9. We require an extract of Service Desk incident and request call stats for the last 6 or 3 months that show the severity of the calls and the method of logging the calls (i.e. telephonic, portal, email)? No extract will be provided.
10. What is the call load at the moment according to Scope Categories A, B, C and D? The load will not be provided
11. For integration purposes, what type of Service Desk system is being utilised by the DIRCO's 1st and 2nd line support resources? No integration to our call management system have been requested.
12. Are there any established Governance Committees currently in place that would be required and retained? e.g. Change Advisory Board; Governance Forum and Architecture Committee? There are
13. Are there any other inflight projects that have an impact on this Global WAN bid? If so provide a list and their duration. No list will be provided until appointment.
14. With the CV's there is a requirement for relevant qualification certificates - must these be certified by a commissioner of oaths, or just the certificates attached with the CVs? Certificates and qualifications must be certified
15. Due to the 3rd wave in Covid; many of our employees currently affected and In order to ensure we provide a comprehensive solution to DIRCO can we request a minimum three week extension please? Internal review process in-progress and Bidders will be provided feedback
